
Mine presentation should show the answer on the 

question  WHY? We need RADIUS.

And show mine experience with different software 

solutions.

It maybe will help the ISP’s  to understood how easy it 

can be done = small HOW-TO



How is the ISP evolving ?

1. Usually they start’s with “BLACK BOX” = cheap, 

easy to configure = LOOOOT’s of trouble

2. Then he tries some Linux because someone told 

hem that he need’s  shaping,  So he ask his friend 

from school to create a Linux Shaper. This will end 

in 1 year because to maintain is toooooo expensive.

3. Then he tries Cisco because a BIG provider’s 

are using it.

4. Last, he will got rid of the “user friendly” 

devices and  finally will get a MikroTik router, 

and If someone will give him a good 

information he will not use a RB133 as a Main 

gateway shaper.



CUSTOMER

AAA

MIDLE

WARE
Internet

Network and 

Customers running at 

all time, so you can 

have a good night 

sleep and you 

customer is enjoying 

your service.

He is happy and paying 

your invoices

“Customer will tolerate a 3hours without 

electricity, 1day without hot water, 

1week without a heating !

BUT will not tolerate 5minutes 

INTERNET outage”



I would like to subscribe 

various systems that you 

need to maintain a 

network in ISP 

environment

And I will show how to 

maintain your customers.

MikroTik Services

UserManager

FreeRadius

Resources

All of that CUSTOMER services can be 

managed by the hand clicking 

DISABLE if he will. 

But WHY if there is a easy way.



Wireless AP

HDCP

HotSpot

PPP

Some of the possible 

engines to allow customer 

to get him service.

To assure higher security  

for you and your 

customers 

MikroTik implementation of a Radius 

Client is universal to even for 

different services but there can be 

created connections to different 

Radius Servers. MikroTik 

UserManager, Linux FreeRadius and 

Microsoft. 

It will work with all RFC compliant servers.



As you can see it is really easy to 

use a Radius  functionality in 

MikroTik .

Important is the what we will reach 

with this function.

To secure access is the first step to 

make secure connection directly on 

the Wireless interface or Ethernet 

interface.

The next step  to secure 

access  to Ethernet or 

Wirelless on the L2 level 

is to set up a 

ARP: reply-only



You customer need a IP = solution

1. DHCP Server on that interface –

with enabled RADIUS

2. And ADD Arp for leases.

Routed network

• PPTP

• L2TP

Better solution

Bridged network

• PPPoE



As you can see it 

is ease to enable 

a Radius support 

for the PPP 

service.

Possible AUTH.

• NAME / PWD

• MAC



Build In Radius with functionality for a 

other MikroTik router’s

Usable Beta version with a new functionalities

• working hierarchy

• user can bind MAC address to IP

• administrator – separation

• own look – to adjust 

• database backup





Still you have to do a user connection 

tracking and logging.

Slovak, Czech, etc.. – need to have a 

logging up to 6 months 



nfDump – Open Source SW

Text based database engine

nfSen – Open Source SW

Update on the nfDump –

Graphical  interface – uses a 

RRDtool for a grapping 

root@macka:/data/live/NAT-1/2010/02/21# nfdump -r nfcapd.201002211710 |more
Date flow start          Duration Proto      Src IP Addr:Port          Dst IP Addr:Port   Packets    Bytes Flows
2010-02-21 17:09:28.310    13.690 TCP     206.222.227.78:80    ->    62.168.67.191:49327        7     5321     1
2010-02-21 17:09:42.020     0.000 UDP      94.112.75.117:7526  ->  213.215.112.124:1513         1       44     1
2010-02-21 17:09:42.020     0.000 TCP      69.63.176.189:80    ->   213.215.112.48:60785        2      290     1
2010-02-21 17:09:40.840     1.180 TCP       92.123.68.19:80    ->   213.215.112.12:49515       17    20359     1
2010-02-21 17:09:41.990     0.030 TCP      193.169.183.5:80    ->    62.168.67.191:49341        5     1005     1
2010-02-21 17:09:42.000     0.050 TCP      193.169.183.5:80    ->    62.168.67.191:49343        7     1962     1
2010-02-21 17:09:41.870     0.190 TCP      92.122.206.42:80    ->   213.215.112.12:49523        4     3029     1
2010-02-21 17:09:42.080     0.000 TCP    213.215.107.247:80    ->    62.168.67.222:3411         1      354     1
2010-02-21 17:09:41.880     0.220 TCP      69.63.178.137:80    ->   213.215.112.82:3362         4      370     1
2010-02-21 17:09:35.670     6.460 UDP     81.181.192.180:1513  ->   213.215.112.12:3161         2       88     1
2010-02-21 17:09:42.020     0.110 TCP      193.169.183.5:80    ->    62.168.67.191:49345       17    17980     1
2010-02-21 17:09:27.150    15.000 TCP      86.110.226.68:80    ->   213.215.112.12:50282       17    17869     1
2010-02-21 17:09:24.070    18.090 TCP      86.110.226.68:80    ->   213.215.112.12:50268       43    53381     1
2010-02-21 17:09:41.850     0.330 TCP    213.215.107.226:80    ->    62.168.67.222:3410         8     4997     1
2010-02-21 17:09:42.000     0.180 TCP      193.169.183.5:80    ->    62.168.67.191:49342       20    21096     1
2010-02-21 17:09:27.230    14.990 TCP       64.135.77.50:80    ->   213.215.112.98:1268         3     1042     1
2010-02-21 17:09:27.180    15.060 TCP      74.125.43.139:80    ->   213.215.112.98:1276         3      818     1
2010-02-21 17:09:42.250     0.000 ICMP     128.9.160.132:0     ->   213.215.112.46:0.0          1       28     1



UserManager  is better in:

• Integrated into one device

• Support

• Easy implementation

• Can start work in cca 1min

• Graphical Interface

• Affordable price



FreeRadius is better in:

• All possible add-ons, customized 

pages, all payment’s support

• Not limited in any way

• Free of charge

• Database Support – SQL ….

• Made to be customized

• Speed 

rlm_sql (sql): Adding client 10.199.190.254 (TNCSPOT25) to clients list
rlm_sql (sql): Released sql socket id: 4
Module: Checking preacct {...} for more modules to load
Module: Linked to module rlm_acct_unique
Module: Instantiating acct_unique
acct_unique {

key = "User-Name, Acct-Session-Id, NAS-IP-Address, Client-IP-Address, NAS-Port"
}
Module: Linked to module rlm_files
Module: Instantiating files
files {

usersfile = "/usr/local/etc/raddb/users"
acctusersfile = "/usr/local/etc/raddb/acct_users"
preproxy_usersfile = "/usr/local/etc/raddb/preproxy_users"
compat = "no"

}
Listening on authentication address * port 1812
Listening on accounting address * port 1813
Listening on proxy address * port 1814
Ready to process requests.





Add-ON for the FreeRadius and 

nfDUMP, 

- Service Management

- User Services Concentrator

- Radius Management

- Net Flow backup server





MikroTik - wiki.mikrotik.com

- forum.mikrotik.com

FreeRadius - freeradius.org

Middle Ware – UserManagement www.atheros.sk

Net Flow - nfdump.sourceforge.net

- nfsen.org

OS - CentOS www.centos.com

- Ubuntu Server edition www.ubuntu.com

Mirotikls

Alcoma s.r.o.

Netcons s.r.o.

Networkarena.eu



I would love tell this is really a great community. You 

should all be very, very proud. All of your contributions 

are invaluable. 

I love to invite you at the discussion.

THANK you.


