I Presentation

Mine presentation should show the answer on the
question WHY? We need RADIUS.

And show mine experience with different software
solutions.

It maybe will help the ISP’s to understood how easy it
can be done = small HOW-TO




I Technology - ISP evolution

How is the ISP evolving ?

1. Usually they start’s with "BLACK BOX" = cheap,
easy to configure = LOOOOT's of trouble

2. Then he tries some Linux because someone told
. hem that he need’s shaping, So he ask his friend
from school to create a Linux Shaper. This will end
in 1 year because to maintain is toooooo expensive.

I Technology evolves

3. Then he tries Cisco because a BIG provider’s
are using it.

4. Last, he will got rid of the “user friendly”
devices and finally will get a MikroTik router,
and If someone will give him a good
information he will not use a RB133 as a Main
gateway shaper.




I EVOLUTION NEEDs

Network and

Customers running at
all time, so you can
have a good night
sleep and you
customer is enjoying
your service.

[
/ He is happy and paying
| your invoices

OMER

I

ION of the CUS

“Customer will tolerate a 3hours without
electricity, 1day without hot water,
aweek without a heating !

. BUT will not tolerate gminutes
| INTERNET outage”




I MAIN MENU

| would like to subscribe
various systems that you
need to maintain a
network in ISP
environment

And | will show how to

maintain your customers.

«[ MikroTik Services F
J UserManager -

—

S

~[ FreeRadius

~[ Resources

na*l T'I

VIIKIO

Ik Services

All of that CUSTOMER services can be
managed by the hand clicking

DISABLE if he will.

i ButWHY if there is a easy way.




I MikroTik Services

«{ Wireless AP

4HDCP

] { HotSpot %

/

{ PPP %

Some of the possible
engines to allow customer
to get him service.

To assure higher security
for you and your
customers

I RADIUS CLIENR

1T

MikroTik implementation of a Radius
Clientis universal to even for
different services but there can be
created connections to different
Radius Servers. MikroTik

Microsoft.

UserManager, Linux FreeRadius and

It will work with all RFC compliant servers.




I Wirelless AP - radiu

M Wireless Tables

Security Profiles |

Mgtreme Dual  Access List Regighration  Connect List

¥+ T

AS y0U can see |t |S rea”y easy tO MHame Mode Authenticatio... | Unicast Ciphers | Group *

default naone

use a Radius functionality in e —
M|krOT|k . General EAP  Static Keys o

| MAL Authentication
v MAC Accounting
E&P accounting

Important is the what we will reach Interim pdate: [00:00:00 Copy
. . . MALC Fomnat, ek
with this function. "

Cancel

Apply

*l

feletl]

Remave

*l

MAC Mode: | az username and password

«

ML Caching Time: | dizabled

" Tosecure access is the first step to
make secure connection directly on
the Wireless interface or Ethernet
interface.

I interface Security

The next step to secure
access to Ethernet or General | Wieless WDS  Mstreme  Status | Traffic

M Interface <wlan2 >

Mame: |wlan2 Cancel
Wirelless on the L2 level Type: [Wireless (Btheros A1) soch
MTU: 1500 :
IS to set up a L2 MTU: | 2290 E[::T:zt

MAC Address: | 00:0C:42:18:15:C1

ARP: reply-only Corr

- | reply-only

Torch

Scan..

L]
g
=

M Interface <ether1>

Freq. Uzage...

Comment Advanced Mode

MAC Address: | 00:0C:42:20:20:37
Tarch
(AF!F': reply-anly ¥ ] ore

General | Ethernet  Status | Traffic Align...
I Mame: | etherl Shiff...
Type: | Ethernet Shooper...
R 1500 Fieset Configuration
L2 MTU: | 1600 -




I DHCP - Radius support

You customer need a IP = solution

1. DHCP Server on that interface —
with enabled RADIUS

2.  And ADD Arp for leases.

I PPP - services

Better solution

Bridged network
 PPPoE

Routed network
. PPTP
e [2TP




I PPP and Radius

As you can see it
is ease to enable
a Radius support
forthe PPP
service.

3

Frofles  Active Connections

word

T [ PPF Authentication & Accounting ]
Caller 1D Frofile

Service Local Address

B PPP Authentication & Accounting

v illze Hadius K.
v Accounting
Cancel
Interim Update: - Apply

Authentication
pap chap
v mzchapl v machapd

I HotSpot

B Hotspot Server Profile <default >

Geperal  Login  RADIUS
v illze RADILS
Drefault Domain: -
Location 1D -
Location M ame: -
MAC Format: | e sl e i >
v Accaunting
1 [ntenm Update: -
I MAS Part Tupe: |19 [wirgless-802.11) ¥
Login By
v MAC v Cookie
v HTTF CHAP v iHTTPS
v HTTF PAP Trial

Possible AUTH.
« NAME /PWD
MAC




I MikroTik - UserManager

Build In Radius with functionality for a

Usable Beta version with a new functionalities

other MikroTik router’s

WG THE gy
e 9
< o
P ®

¥ o
. mikrore-"

Vil

O -c

kroTik - UserManager

a |j | hittp:/192.168.89. L jussrman

L_EI Majoblibenejsie ’ Bkn zafat’ |2 | Prehlad spréw

MikroT sk

ffikerotike Lizer hanager

Routers

Uszers

Sessions

Customers

Logs

Payments

Profiles

Seftings

1 A sessions

1 & uzers

Acvanced search

Maintenance

Logout

E] % Name VIP

F lacal 127.0

Router details

- fiain |
T 1
Name: [local |
Owner: admin

Shared secret: ilocal
Titne zane: §+00:00 v
Disahled: [
[v| Authorization success
[v| Autharization failure

Log events:

[v! Accounting failure

a Radius incamming
CoA support v| Use Co

Co port: (3799
« Reguest statistics
Authorization: 1
Auth failures: 0

Accounting: 128

Acctfailures: 0
Disconnect ACK: O
Disconnect MAk: 0 s

. working hierarchy

. user can bind MAC address to IP
i . administrator — separation

. own look —to adjust
‘ . database backup

i @
¥, o
¥ kot




I MikroTik - UserManager

MikroTik

tofkratik Uzer hanager

% Login % Paren

Routers

adrnin admin

Uzers

|

Sessions
Customers
Lags Login: |admin
- Digabled: [
(il Parent: admin
Settings Permissions: | Cwner ha
1 & zezsionz Fublic 1D:
Backup allowed: [¥
Advanced search P
Mairtenance Owh routers

[[] Parents routers

Chh users

[[] Parents users

Owh profiles

[] Parents profiles

Ot limitations

["] Parents limitations

Caonhfigure payment gateways
[] Use parent payment gateways

Logout

Access:

w Private information
w Signup options
* Format

Currency:

Titne zane: | +00:00 hd -

roTik - UserManager

="

I Mi

-
& flain — Freshared key: =
Username: |00:18:DE:AD:95:04 Enc key:
Paszword: Enc algo: | Mone hd
Disabled: [] & Private information
Owner: admin First name:
& Actual profile
Actual profile; Last name:
Starttime: 01/02/1970 00:00:32 Phong:
End tirme: Unlimited i
Time left: 0s Location:
Download limit: Unlimited Comment
Unload limit: Unlimited o
Transfer limit. Unlimited o Siel
Uptime Limit. Unlimited  Statistics
Rate limit: Upload Used: 4.4 Mih
w Constraints W Download Used: 30,59 Mib
] . Uptime Used: Shaam3s
IP address; |0.0.0.0
| | : | Lastused |P: 0.0.0.0
l Ca”E”D.D Bind an first use Last used MAC: 00-18-DE-AD-85-0A
' | Till fime: Unlimited
Shared users: | Unlimited v R Totaltime left: 0s
~ Wireless Money paid: 0.00
Preshared key: Money used: 0.00
Enc key: Money left: 0.00
. | o w All profiles
ne algo: | MNone v + | Feetinnn o
4 Private information E (12.9 : L
First name: v | Show sessions || Save v




I MikroTik - Net Flow

f
6 - @ 0 G ([ hepiiee.168.89.1jsccountingfip.coi

@ Majoblibene;sie ’ Ako zacat” |5 | Prehl'ad sprav

192.168.89.1 255.255.255.255 416 4 * *
192.168.89.1 192.168.89.100 110897 519 + *
127.0.0.1 127.0.0.1 4152 24 * *
192.1658.8%9.100 192.1658.89.1 56354 774 * *

Still you have to do a user connection
tracking and logging.

Slovak, Czech, etc.. —need to have a
logging up to 6 months

~ u

I Net Flow — Stream -v.g

M Traffic Flow

IE‘ | Traffic Flow Setiings |

|.-’-‘n.ddress /| Port |Versi0n |
&9 192168100700 1234 9

M Traffic Flow

M Traffic Flow Settin
& n E Traffic Flow Settingz

G |
Eers ‘ Status Address b |F'0rt |\-‘ersion
192.163.100.100 1300 3

Enabled..od

1
M Traffic Flow Settings

Cache Entries: |4k || > |

General ‘ Status

Active Flow Timeout: |DD:3D:DD |

Active Flow Timeout: |DD:30:DD

Cache Entries: |4k || ¥ |
|
|

Inactive Flow Timeout: |DD:DD:1 ]

Inactive Flow Timeout, | 00:00:15
Interfaces: [wlerl [ ¥]

1 item




I Net Flow — nfDUMP

nfDump — Open Source SW

Text based database engine

nfSen —Open Source SW

Update on the nfDump -

Graphical interface —uses a

RRDtool for a grapping

Wy o
. mikrore-"

I Net Flow — nfdump

root@macka:/data/live/NAT-1/2010/02/21# nfdump -r nfcapd.201002211710 |more

Date flow start
2010-02-2117:09:28.310
2010-02-2117:09:42.020
2010-02-2117:09:42.020
2010-02-2117:09:40.840
2010-02-2117:09:41.990
2010-02-2117:09:42.000
2010-02-2117:09:41.870
2010-02-2117:09:42.080
2010-02-2117:09:41.880
2010-02-2117:09:35.670
2010-02-2117:09:42.020
2010-02-2117:09:27.150
2010-02-2117:09:24.070
2010-02-2117:09:41.850
2010-02-2117:09:42.000
2010-02-2117:09:27.230
2010-02-2117:09:27.180
2010-02-2117:09:42.250

Duration Proto

13.690 TCP
0.000 UDP
0.000 TCP
1.280 TCP
0.030 TCP
0.050 TCP
0.190 TCP
0.000 TCP
0.220 TCP
6.460UDP
0.120 TCP
15.000 TCP
18.090 TCP
0.330 TCP
0.180 TCP
14.990 TCP
15.060 TCP
0.000 ICMP

Src IP Addr:Port

206.222.227.78:80

Dst IP Addr:Port Packets
-> 62.168.67.191:49327

94.112.75.117:7526 -> 213.215.112.124:1513

69.63.176.189:80
92.123.68.19:80
193.169.183.5:80
193.169.183.5:80
92.122.206.42:80

-> 213.215.112.48:60785
-> 213.215.112.12:49515
-> 62.168.67.191:49341
-> 62.168.67.191:49343
-> 213.215.112.12:49523

213.215.107.247:80 -> 62.168.67.222:3411

69.63.178.137:80

-> 213.215.112.82:3362

81.181.192.180:1513 -> 213.215.112.12:3161

193.169.183.5:80
86.110.226.68:80
86.110.226.68:80
213.215.107.226:80
193.169.183.5:80
64.135.77.50:80
74.125.43.139:80
128.9.160.132:0

-> 62.168.67.191:49345
-> 213.215.112.12:50282
-> 213.215.112.12:50268
-> 62.168.67.222:3410
-> 62.168.67.191:49342
-> 213.215.112.98:1268
-> 213.215.112.98:1276
-> 213.215.112.46:0.0

\5‘\“5 THE Hf'g’?
o

oy ®
T
Bytes Flows
7 5321 1
1 44 1
2 290 1
17 20359 1
5 1005 1
7 1962 1
4 3029 1
1 35 1
4 370 1
2 88 1
17 17980 1
17 17869 1
43 53381 1
8 4997 1
20 21096 1
3 1042 1
3 818 1
1 28 1




I Net Flow — nfsen

e

Rk S Sl e ﬁm"l’ﬂb M'm! + hetps: finfsen-demo/nfsen-demao/ nfsen. php# processing -
. ~ peer? 3Aks Te2kis 669 ks T0 ks 6210 s 1.7 kis 4846 Mibvs 4509 Mb/s 12.5 Mb/s 4373 ks 1017 Ml

= pateway 10/ 65100 6008/ 4665 0fs 37/ 62Ms 6.0 MWs 364 kbis Ohis 44kt
l E site 4671/ BSki 61k 20k 1817/ 61330 MMEAMbia 28I MbAs T4 MBS 1040 kbhis 29 M1

¥ upstream  SAKS 942kis 843 Kis B2 Kis 896.4/5 7667 /s 586.4 Mbis S66.2 Mbis 167 Mb/s 685.1 kbis 2.8 Mt
All | Mone | Display: © Sum # Rate

e e,

Lasi cycle: 2007-05-31-16:45

Wed May 30 15:45:00 2007 - Thu May 31 16:45:00 2007 Flows/s

A
[ A B
- L
Lt W aall
» :

Fd

SRR 7 AP
sk Rﬁ&wﬁf!ﬂ-mw ai

Wad 2000 Th 00 00 Thas T4: 000 Thu G8: 00 Thu 1200 Thu 1600
Hlast Wavglim HEavg30e Oavglh Cavgsh @avglzh W avg2sh

Flows/s

Last  fvg 10m Avg 30m  Awg th Awvg Sh Avg 130 Avg 24h

E aim a4 M a4 M anm ek 1EM 32M

@ Flows 3
Ok IASkE Tk 155k 15Tk 11S5kE 106K
= Mam  SpLim SLYM BN2M| ELIM| BSOM 569 M

" Packiets
WLk ITAL WS WEPKS FHOKE TTEKE BEEWE 1695 s
SLEGE SENGH  MLOGD SAGH ST GE 459G, 0lcE
Bytes

Legns LAGLE LS5GHE LEGWLSE LEOnE L2COE Il Ghs

Condithani: 0 1 2 Final
State! Fatse  False Fase False

I FreeRadius

&,
¥, o
¥ kot

UserManager is betterin:

e Integratedinto one device
e Support
 Easyimplementation

e Canstart workinccaimin

[ Graphical Interface
‘ « Affordable price




I FreeRadius

FreeRadius is betterin:

e Allpossible add-ons, customized
pages, all payment’s support

* Notlimited in any way

 Freeofcharge

 Database Support-SQL ....

 Madeto be customized

« Speed

I FreeRadius

rim_sql (sql): Adding client 10.199.190.254 (TNCSPOT25) to clients list
rim_sql (sql): Released sql socket id: 4
Module: Checking preacct {...} for more modules to load
Module: Linked to module rlm_acct_unique
Module: Instantiating acct_unique
acct_unique {
key = "User-Name, Acct-Session-1d, NAS-IP-Address, Client-IP-Address, NAS-Port"
}
Module: Linked to module rim_files
Module: Instantiating files
files §
usersfile = "fusr/local/etc/raddb/users"
acctusersfile = "fusr/local/etc/raddb/acct_users"

preproxy_usersfile = "/usr/local/etc/raddb/preproxy_users"
compat="no"

3
Listening on authentication address * port 1812
Listening on accounting address * port 1813
Listening on proxy address * port 1814
Ready to process requests.




| |
I FreeRadius Tik
- _l'.

@File. Edit Tools Impart  Expart Window Helpi

g

eSS e SUNE O

Ce 4 > B o = oA

@ [t [0 =R :

=3 !‘g travelnetcon
1 Ulohy

[ admin_casti
1 admin_pravomoci
[ admin_spraveovia
1 amenu
] atext
2 bills
[ bills_data
1 category_hotspot
[ cities
1 config

- config_ip
™1 connections
1 content
™ content_en
1 content_hu
™ content_sk
1 countries
=1 customers
1 customers_bak
™1 customers_fres_vouchers
=1 e_na_web
™ e_na_web_casovanis
=1 e_na_web_rezia
- Firstcountries
- free_voucher _objednavky
- hatspats
- haotspots_akkivacie
™1 hotspots_free_pausaly

™1 hotspots_podiely
1 hotspots_podisly_nastavenis

1 hotspots_free_pausaly_objedn.

| ej Host || E§§ Datab-a:_e-" = Table| O pata |‘°@}’ Query!

#,

travelnetcon.hotspots: 48 records total

Sortir

MAME_HOTSPOT i adress Ziky Country l tvp
Q T_ravglNetColj Of_ﬁce M, Razusa 14 54368 | 180
‘_1:__ Grand Maratha Sheraton 5 21660 | 94
E_ Oaks Golasbrough Apartments Sy ;243 Pryrmant Street Darling_ Harboé 1301 13
f_ Imperial Hotel Mew Defhittt+ | vath Mew Delhi 110001 21700 9]
i“_ Lisala {Boni) \via Salvador Allende 23888 100
_|Feat |Eratislavsk?? cesta 34373 120
I |1 Cafetest) | Stanitiene? 11 54359 180
T [ubus Hote . Norhi71a77ska & wets et
i“_ Cafe Sonnenstrasse ‘Sonnenstrasse 2 1588 14
‘_i:__ Art” Oase :Egestorffstrasse 12 1?856 | ?.?
E_ Brezno Cafe Del Funitest) 17 kolsk?? & 54359 180
[ JFuwreshon Masaryiova 6 st e
i“_ Oer_lznal |Gagarinova 101 34510 180
‘_1:__ THC Spot W, Caric {Twan Dolac Vinko Catic 54374 52
T_|Pizzeria Romantik Re?harisko 2 54368 | 120
f_ Sidlisko 1. maja dlisko 1. maja 54385 180
_|otel Termal fyhnez4s 54377 | 180
‘_1:__ Wodny Raj Yyhne ‘yhne 249 54377 180
T_|Rerraurricia a Azerp. stanica 291 54378 180
_!"_ KOMMET free “Hul 54379 180
i“_ MS - Parasutizme \LuAzenec 1 54368 | 180
L Cemerne |Garkeho 84079 54385 | 180
L TRAYELER MOBILE-STATION 34390 180
T oooxesk ok wsto 60
T [k Jablo??ova 5 34510 180

I FreeRadius

Search a HOTSPOT

- zeleck 3 countey -

Search

Hotspot: Qubus Hotel  Krakow
Typ: Hotel

Tarifa: 2€/h

P

Home | Search a hotspot | Partners | Support | About us

0K

Qubus Hotel [ Map

[ satelite | Fvbrid |

ul, Madwizlariska &, Krakow
kategoria: Hotel

Wb btk v, qubushotel.com)
Tarifa: 2

Lat: 50.047714233398
Lon:19.952962875366

x4 Przeginia P —
U

] Jerzmanowice

AW, Kreeszowice

== Woia
R Batorska
FOWERED EY
#i S Miepokomece
Gopgle L. engubee

Hame | Search a hotspat | Partners | Suppart | Abaut us

Wawrzenczyce®

Wichzlow
|

Bacz

: —__Chmi

Brzescia |

Szanier

Piricidur

Leszcze

. Borzerit

L

, Tele atidle R . Y FEEn




I FreeRadius

4% Operator Laci {provider) Feldsam Last Invoice: Janudr 2008

Period 2007 Hotspot DATex

‘our Hotspots  January  February  March April IMay June July

Account information 0.1 2€

from February 2008 Invaicing

Select a period | 2007 i v'

August September  Ockober  Mowember December  SGCet

i i i i i i 2,93 - i - 0,01 i 2.96€
- - - - - - 11,22 055 - 0,23 - 8.5  20.49€
- - - 2 2 2 - 11.05 E - = - 11.05€
s . s x x x = i 2 = 35 = 3
% & % z z z za o < e i 2 0E
= & = z z z = 4 s = 5 & 0E
s . s £ £ £ = o 2 - = . o€
= = = £ £ £ = * E = i = D€
2 = 2 z z z = 5 3 2 + = 133
- - - - - - - - - - - - 0E
= £ = £ £ £ 3 H ¥ £ P = D€
Total 0E DE 13 0E 0E 0E 14.15€ 11.6€ 0E 0.23€ D.01€ 8.5€ 34.5€
™ i Mo, of . ; . ]
onth : Tatal Time of Connection Yalue of Connection Dperator’s Share
I Connections
o 00:00:00 o o
I o 00: i 0
o o o
0 0 0
o o o
a o o
20 16,03 11.22
4 0.78 0.55
o o o
2 0,32 0,23
o o o
1& 12,14 8.5
Total 42 14:08:36 29.28 20.49

" o
¥ mikro\i%-

1 1A FfF A

Il MIDLEWARE - ServiceManager

Add-ON for the FreeRadius and
nfDUMP,

- Service Management

- User Services Concentrator
Radius Management

Net Flow backup server

Wy i
¥ mikrole-




aAdministricia | Service Call | Klienti | Organizér

|§ Usemame |

| 7 sessssss |

i Ok | [ Cancel ]

VIIDL

VVA

% T - i
Filter | W&etka V|| QK | | bezfitre »|=| || Ok, |
Id & e s Ulica s~ PSE | Mascto v Email Telefdn Mohil ::I:
-
i 10 Barbora Anton Prestawlky 185 IEEDS | Prestaviky 0915820545
I 9 Marcinekowa Lucia |Hornd Trndwks 91 [96605 | Prestavky 0903577645
s Eerrak Radovan Horrid Temdyks 73 | 95605 | Prestaviky DanE2EE2TA
Mlyriar Branisla, 4 Ziat nad
7 Mar, Tajowskehao 0137 | 96501 T rrlyrar@pes000, sk 0949201155
6 |PafoviEmilia BrEktiezdasiaa oyl nad 0903530943
51 Hromaorm
4 Ealdis Peter Prestawlky 273 9E605 |Hornd Tradwka 0908502282
= L., Majerskehao Hliril. nad
3 Hudec 130 g f4 LT U il
% : o Hlimik. riad
2 Pavlowd Monika Strojarska 3617 3EE01 i ekonomy@centrumsk (0904518154 | 0908855307
R AN MLT\AFfFA

RE - ServiceManager

Netflow Processing
Sonree Filter: Options:
[peert " List Flows & Stat Top™
site Stat: Records = order by | =
uRatmRm [+ proto
e i - g
Limit: ™ | Packets ~||> = [0 [T+
Output:  [line = 1 IPv6 long

Clear Form | process |

oe nfduse -M Snetflowld/nfasn-dems/proflle-data/live/pesrl ipeardigatevayiaiteupatresn T

nfdump filtar:

-z 2007/05/31/04/nfcapd. 2007053104410

any
Aggregated flows 2797250
Top L0 flows cedored by f£lows:

Date Flow stArt Duration Proto 55 IP AddrrPort Dat IPF AddriPort Packets Bytes Flows
2007-05-31 04:39:54.045 299.034 UDP 116.147.95.88:1110 ->  186.142.64.162:27014 68 5508 L]
2007=-05=31 D4:39:536.282 298.174 UDE 116, 147.2499.27: 1478 =>  18B.142.64.163:127014 &7 5427 &7
2007-05-31 04:39:57.530 298.206 UDP 107, 196,44, 62:1031 == 188,142,654, 166527004 67 5427 &7
2007-05-31 04:319:57.819 29B.112 UDP 117.196.75.134:1146 -» 1BB.142.64. 167127014 a7 5427 &7
2007=05=31 04:39:53.787  207.216 OF 61.191.235.132:4121 => 60.9.136.3714121 62 1720 62
2007-05-31 04:39:55.354 300.833 uoe 60.9.138.37:2121 -» 118.25.93.95:2121 6L 3660 61
2007-05-31 D4:30:58.936 298,977 UDP 60.9.138,3632121 -> 119.182,123.166:2121 (31 3660 &1
2007-05-31 04:39:54.329 303.585 UDP 120.150.194.Ta2 2121 =» 60.9.138.37:2121 61 3660 a1
2007-05-31 Dd4:39:53.916 300.734 UDE 60.9.138.3712121 ~-> 125.167.25.128:2121 61 3660 6l
2007-05-21 04:35:57.946  300.353 Uop 60.9.138.36:212]1 -= 121.135.4.186:2121) 6l 3660 6l




I Resources

MikroTik - wiki.mikrotik.com
- forum.mikrotik.com
FreeRadius - freeradius.org
Middle Ware — UserManagement www.atheros.sk

Net Flow - nfdump.sourceforge.net
- nfsen.org
OS -CentOS www.centos.com

- Ubuntu Server edition www.ubuntu.com

Alcomas.r.o. ﬁetwork
Netconss.r.o. arend

Networkarena.eu

WWW.NETWORKARENA.EU




I SHARE - EXPERIENCE

| would love tell this is really a great community. You
should all be very, very proud. All of your contributions
are invaluable.

| love to invite you at the discussion.

AWWRY

m
[
‘ THANK you.




