From Russia with
love.exe

Underground Hacking Forums from Former East Bloc
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FY & grugg

Two lingual experts well known for their skillful tongues, the grugqg
and fyodor have spent 6 months actively monitoring dozens of
russian web forums to uncover the secrets of the russian hacker
culture. This talk focuses on new threats and trends which are
discussed in the open on these sites,but are generally inaccessible
to the larger security community due to the language barrier.
Ladies! Ask about our private demonstrations! :D



Intelligence Gathering

® Automated and manual analysis of publically
available data



Digging in a pile of trash



Forumens

VT BKOHTaKTe py Vkontakte.ru brute

EoyT ans BrodTakTe py, bruteforce skoxTakTe

NPMYMHbLI M peLleHWs ManeHbKoW ckopcTu 6pyTa

MNPMHUHBL M PELUEHHA ManeHbKOW CKopCcTH BpyTa

Cnoeapw anfa bpyTa BKoHTaKTe

Cnosapu ana BpyTta BroHTakTe

bpyT AedUKOB

MHCTpYHLUMA O TOM, Kak be3a npobneM cOpyTHTe Oe0WK N8 cebr




Need for Automation

® Massive amounts of content

® Over |0 top level domains

Mpogare NOAHOCEHD...
FTP, Tpa 3arpy3akm ot hulern 424 1,169

B pasnene noxynaeTcR/NpogaeTCR/MEHAETCA BCE Y4TO CBA3AHO C FTR, TpaddonM, 3arpy3sani. Cerogns 05:30

DDo5S, Spam, Flood (npocmatpuearcT: 1) Basa em3inon.100% 3a onHy Gaay
B paznene npegnaraeTcs/WweTcs 6oe YTo casaano ¢ DDOS'oM, Cnamom, ©nyaos (cnas Gassl, codT 1 221 623
CerogHa 02:58

T.A.)

OrpomMHbiA Bebop ICQ Homepos!
ICQ - kynna/nponama/ycnyru or GiZZZ 474 1217
Kynna, npogasa, obMen HoMepoe ICQ. A Tak e codTa (BpyTel, cnaMeps), dnygepsl W T.4.) B 05.10.2009 10:31 = ===

Multiple sub forums



Manually

® Natural language
® TJoo complicated for automated processing
® Misspellings, multiple spellings

® Unformatted postings



Lingo



What does this say?

Re: Racing Money COMT 32% ¢ npogamsM

PaboTaem fagHO, 3HaEM PbIHOK M BCE NOTPEOHOCTHM ;)
AfeKBaTHbIE TPAQOroHsbl M NOAKW C NOAAAMKM - BCErfa BenKoMm.
KCTaTv MUHMMANOoK HEHaA0 HabupaTe AnA N3IHMewWTa, faxe ¢ 1 Npoaol BCE QoMo NpUEeSeT no 3anp

MuTepecyer agant/bwa Tpad.
MM ONLY!!!




an Google help?

SanChE'ZZ Re: Racing Money SOFT 32 % from the sale

Users
= We work long, know the market and the needs of all;)
adequate trafogony and people with loadami - always Wellcome.
Way minimalok inappropriately recruit for peymenta, even with 1 Sell all come home on request;)

Interested in adult / biz cores.
PM ONLY!!!

Registration: 03.06.2007
Address: Siberia
18

Thanked 23 Times in 19 Posts




Good luck with that.



Just FY]

Re: Racing Money CO®T 32% c npogamM

PaboTaem gaBHO, 3H3aEM PbIHOK WM BCE NOTPEOHOCTH ;)
afeKBaTHole TPagOoroHel M NKOAW C NOANAMM - BCErfa BENKOM,
KCTaTv MAUHKMMaNOoK HeHano HabupaTe Ans NanMewWTa, faxe ¢ 1 Nnpoaol BCE QOMOW NPUESeT no 3anpocy ;)

MuTepecyer agant/bua Tpad.
MM ONLY!!!




Hacker Slang

Fenya - Russian prison slang
Anglonims - English loan words
Rhyming slang - Sounds like the English word

Direct translation



Scams & Schemes



Wheres the money!

Extortion
Partnerka

Services

Goods



Extortion

® Malware that demands payment

® Fake windows “warning”



Extortion

OC Windows 3abnokupoBaHa!

Bl 1cronesyeTe HeMvUeHIMOoHHDS MporpamtHoe obecregeHe!
Ana Toro, 4Tobbl MPoACHMTE MoNone3oEaHKe OC Windows, Bam Heobxoakmo nomyd-iTe M

Tenepb 3To CAeNaTh OUeHE MPOCTo, ACCTATOYHD CNeaoBaTh CRedyHOLLAM MHC T RLIAAM

1. Bam Heobxoqemo oTrpaekTe SMS-coobleHie
2. B oteeT Bbl nomyuiTe coobleHMe ¢ KOAOM aKTIBaLMIA
3, BeeaTe MomyYeHHBIA koA, ANA axTkeaukia OO Windows



Partnerka




Partnerka

® Credit card payment gateways
® Visa / Mastercard regulation compliant
® PCl compliant

® Partnerships with webmasters and other
scum

® Percentage payouts for purchases



Inakasoftware - Mozilla Firefox
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Partnerka Payouts

Bananc
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Virtual Currencies

Online payment systems for service
transactions

Web Money
Yandex Money
eGold [dead]



Conversion Gateway




Web Money offices

—

Webmoney Gate Czech [Nlpara
Webmoney & EpaHck
WebMoney Club Open

WmPerm.BL [ ||:*r:| i by

wmlrader.BILE OMCEK Poccua

WMCashir Carkr-MNeTepbyy Pocoun
WebMoney ueHTp B BenvkobpuTaHdm HopTxasMnmoH BenvxoSpuranma
oWMT.ru - leHepansHeRd gunep Webmoney o .

DMCEK Foccus
Webmoney. ke Brwxer Kbiproi3cTas
WMT-Tula, cepeuc WebMoney B r. [vna ['yna Pocous

Mockea Poccus

WML Iy Pura JlaTemA

! . -

Webmoney Israel Xxagepa iapaune
WebMoney Exchange Point, Pattayva, Thailand [NaTaia lafnawmn
PHHAHCOBRIA UeHTp erMoney. com BepnuH | epMarma
PocToRckMA obMeHHBIR NyHET YWebmoney PocTos-Ha- oy
Webmoney24d Cankr-MNeTepbypr Poccus

OBMeHHbA nyHET Webmoney TEDHHEYDre ExaTepuHbypr Poc

E-money - aneKTPoOHHBIZ 08HBMHM B KbIDre3cTaHe Eurwsar F.bIDrBI3CTaH




Goods



[Mponam:

COena Ha 3aKa3 SKYPE dKKaYHThbI
- aKkKayHTbl TenedoHun Skype ¢ 108 Ha cuety. 58 10 GaKcos --- 4 BM3
- Homep(nouTy B NioBoi cTpare), ans npursTua 8 CTYHMTE 200876 BOSMOXEH M APYrOM NAMWAT

C aKKOB MOMHO 3IBOHWTL Ha .-"'L':'E-D.r-‘ll TS |EI:I:'EI- r""r'lan-'r:l. MOIR G WA IO FL, |G Fl AT LU TR

Mory NnpegocTaBuTe OT3LIBLI O MOEM CEDBWCE.
| lpofaM roToBble SKype akkKayHTbl. B Hanu4Mu U nop 3akas.

lcq:

Skype OUT:
Koagdwuument 1 k 2.5 (3a Baw Oguu gonnap, Ha c4éte Osa ¢ NonosyHoM)

Skype IN
NMiobbie apea kofdbl. 9% 3a rof.

3B0HKKM Be3 orpanmuyenni( Binrwouan Berwo Poccuro)* - 255
MogpofHocTd B Icg

PervcTtpupyio ans Bac nM4HO, HUKTO 3TMMKW aKKaMW padblue He NoNb30BanNCcs.
Ona cebs 3aHMMaOCh 3TUM HE OJWH rofd, NOK BCTPeYaeTCs KpanHe pefko.
KOHCYNbTHURYIO DecnnaTHo.

Onnara:

na nogen ¢ XopoLwen Penoin Ha KpynHbix Xak GopyMax(Hy»HO NOATEEPXAEHWE ), Nepenad MMa\naponb
NepPBbIM.

OcTaneHsie, nvbo rapadT, nvbo npegonnara.




i flunes cards

code us 100E4=127 EF:SgER

dahaidadal C3F03EER

account 50 100 200 500 1000 & (11§

Store [X£H] KS




[websites go here]



ldentity Services



Complete Package

[Top cpencTBa MrOOON 3arpsi3BHEHHOCTH !

B xommiexkT BXOIUT:

1 .bankoBckuit akk(online gocTym)

2.ATM kapra(/laeBron umuT Ha cHgaTre cpefacTB 1000$/6000$ B MECSILI-Bo3MokHO yBemueHne
anmuTa +30$-)

3.Kapra kojoB (anst online goctymna)

4 Konus macnopra jporna
5.Sim-ka






How does it take to find
a usable CC!



5 seconds




first link...

1:50:Wesley Maxwell::756 Post Drive::Whiteman AFB:Missouri:65305:United States:Wesley Maxwell:547169110(
2:34:Andrew Martin::840 21st Ave North::south saint paul:Minnesota:55075-1314:United States:Andrew Martin:4(
0:56:Eric Wentorf::3510 Haven Ave::Racine:Wisconsin:53405:United States:Eric Wentorf:4356874055603252:03(
B:19:Luz Owens::521 Southbridge Creek Drive::Jacksonville:Florida:32259:United States:Luz Owens:549099329
6:59:Luz Owens::521 Southbridge Creek Drive::Jacksonville:Florida:32259:United States:Luz Owens:549099329
0:31:Allan Gonzalez Muniz::420 Declaration Ave::Billings:Montana:59105:United States:Allan Gonzalez Muniz:44

3:46:Jamie Kozak: w3804 Hemlock Drive:54555:Phillips:Wisconsin:54555:United States:.Jamie Kozak:601100611
2:55:Leslie Oster , l11::2604 N. E. 1st Ave.::Ocala:Florida:34470:United States:Leslie Oster , 111:511122000201678
2:34:Ronald Gieseke:Arachnid, Inc.:6212 Material Ave.::Love's Park:lllinois:61132:United States:Ronald Gieseke
0:57:Travis Jones::250 Meadr:mf Lane::Secaucus:New Jersey:07094:United States:Travis Jones: 4482150141619
5:50:Allan Papworth::3570 Corey Rd::Malabar:Florida:32950:United States:Allan Papworth:5466160047269145:0
2:48:Grigoriy Ter-Oganov:E. T.G.:100 Morain st. #302::Kennewick:Washington:89336:United States:Grigoriy




and washing service..

OMOMKaA AJA PA3U

OpUrMHAaNbHbLIA TONWK HAa
AsTop: Hunter410

PUMY KOPM FPAS3L ....... YCNOBMA, UeHbl, 1 gon uHdo B - 576H0Nb HONL7403

Kynnto rpAssid, cepeiid AL. Moka go 120 1.p...
Bepy 40%. T.e. 3a 100 rpAan, nony4uTte 60 YUCTLIMK.

Onnarta: Anethon, Tenebankom, nMbo YyucTeim A-om



Traffic Generation

rl'l':‘.'-‘.I.I.IUE UEHEI BhICTPRIU F]I]TDJ-': (44U OTC T4

eBest Prices
eFast Stream
eBest Infection Ratio



how much to take down
twitter!



/1, DDoS Service 911

Haw DDoS cepBuc - nydwee CPeacTBO OT HAA0EMAMBLIX KOHKYPEHTOB, KOTOPbIE MewarT Bam paboTaTb.
[ naBHOE& OTNHMYMEe HaWero Cepemca - Mol paboTaeM HE3ABHCHMO OT TEMAaTHKH 3TaKyeMoro canTa!

CpouyHas noMollb B peweHvn Bawwx npobnem - B C@TH NPaKTUYECKH KPYrNocyTO4YHO!

Haww ueHbl caMble OOCTYNHbIE Ha poiHKe aaoca. CpegHss LeHa coctasnaeT 80% 8 cyTkn. KoHeyHas ueHa MoXeT
KonefaTeCs Kak 8 BONbWYIO, TaK U B MEHbLYK CTOPOHY. ONTOBbIM 3aKa34yMKaM MHIAMBULYANbHLIE YCNOBUA!

Avg. US$80 per diem



Surprises



why was twitter down!



cuxumu






Conclusions



Conclusion

® Geeks not Gangsters
® Hacker culture is youth culture

® Profit driven



